DIRECT DIGITAL CONTROL:
HOW | LEARNED TO STOP WORRYING AND LOVE THE BMS
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What is a Building Management System (BMS)?¢
Do | already have one and misplaced ite

> Id In our energy goals?

>
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—

Quick Summary of Housing Vermont's Portfolio
earing the Air of Acronyms
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—

Trevor Parsons — Housing Vermont  AJ Rossman — Smart Resource Instfitute

Manages the energy efficiency  Builds web applications for
and renewable energy effort for  understanding and effectively
Portfolio moncglng energy generation,
distribution and efficiency
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Union Square - Windsor
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Avenue Apartments - Burlington
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—

How do track and keep 300 plus buildings operating at peak
performancee

Who's defining peak performance?

do you steer capital towards the best investments in ferms
ate el and powere
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As defined by Wikipedia:
Building Management System (BMS): A Building Management

System is a computer-based conftrol system installed in
puildings that controls and monitors the building’'s mechanical
ipment such as ventilation, lighting, power

V)
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—

Uses existing DDC data

> Jds context with metadata and additional

>

>
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DDC'S ROLE: KEEP THE LIGHTS ON!




If you are Neo...

/" Understanding of Building \"'v-[
\ Energy Performance Matrix /

Building Energy | _ Understanding of Building &
Management System Energy Performance Matrix 4

B
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Non-sensor
Data Collection
| Aggregation

— o Data Processing ~  Information 2 b | Asset
ata Storage / Analysis - Visualization ; . Managment |

— —
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1 Process , ® Data Collection A——
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—

s it best To buy one complete system or a composite?
Controls
eCurity

and processing
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ARE THESE BMS / DDC DEVICES®
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The Internet of Things (loT) has arrived, (sort
of).

0fs of questions to be answered, how will

nunicate¢ élowpan, ZigBee,
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Much of core functionality of traditional DDC is
available through stand alone, purpose built products.

Available doesn’'t mean compatible or easy.

1ow to “glue” together these various
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How does a BMS deliver value to a building ownere
it worth the hasslee At what size buildinge
erg aff or resource

0 VERMONT



Stand alone confrols suffer from what | call “Late night

repair drift”. After 3 to 5 years, we find stand alone
>1ting drastically different than design or

0 VERMONT
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—

Fresh Air Dampers, open, closed, fixed, broken (who knows).

Domestic Hot Water systems: mechanical aguastats are
horseshoes and hand grenades accurate.

INg heat to operate all summer.
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TIME! IT GOES BY SO FAST (OR SLOW)

Boiler 2 DHU Tank Temp Loop Supply Temp boiler 1

185.8,

Time in mechanical room

: H d H 30
From: Z812-88-01 13:0 User: hutl
To: 2012-B8-B2 B5:8 Chart: USH




FAULT DETECTION:

200.TL4 WSHP Return Temp
| Trend || General |

Stop| | ¥ Clear Count

Record Count: 250

Total Record Count: 3131

Zoom From: | Jan19,2014 | To: | Jan 21,2014




OFFSITE SUPPORT:

200401
200.Av2
200.AV3
200.Av4
200.A¢5
200.AVE
200407
200.Av8
200.Av9

Trend || General

Zoom

840964063
0
80

5

27.082
100

06:00

Name

Loop Return Temperature

Domestic Hot Water
Refrigeration Ling Temp po
Binary input see BS.
Binary input see B6

10kOhm Type Il Thermistor Fahrenheit

WSHP Recovery Pump ON
WSHP Recovery Pump OFF
DHW Recovery Pump ON
Delay Off

DHW Max Temp

DHW Pump Run time
'WSHP Heat Pump Run Time
DHW Heat Pump Run Time
Freon Minimum Temp

12:00

18:00

Description
Temperature of Returning WSHP water, before heat .
Heated water fram waste heat exchanger, prior to b_
Temperature of Dom > hot water tanks atthe hea.
Temperature of freon after heat exchanger

WSHP loop set point, Temperature at which heat re._
WSHP loop set point, Temperature at which heat re._
Domestic Hot Water Set point, temperature at which_
Time Delay off for both pumps, (default 1 minute).
DHW Wax Temp, temperature at which pumps off
DHW Pump Run time

WSHP Heat Recovery Pump Run Time

DHW Heat Recovery Pump Run Time

Minimum Temperature for exiting Freon frem heatr..

From: Feb1,2014 To

06:00 12:00

Fahrenheit
Fahrenheit
Fahrenheit

Fahrenhait

Degrees Fahrenheit
Degrees Fahrenheit

Fahrenheit




Interoperability

Multiple vendors
Aultiple standards
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Naming conventions

Data management
>

>

>
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DISRUPTIVE TECHNOLOGY: GOOD FOR OWNERS
(EVENTUALLY)

>

>

, @openADR




—

Need to figure out appropriate data for different stakeholder groups
How granular data do you collecte

How granular of data do you storee
> the data?
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Cloud services and analyfics still require a large fime
3 deep understanding of HVAC systems.

em needs o
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IT Security and intferoperability are often at odds.

In the past, IT departments were unaware of BMS systems,
vhich often utilized its own parallel LAN architecture.

=ing “sharing” of existing IT resources.

A-.
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o shodanhg.com hack a BMS for fun or profit

Exploits Scanhub Research Anniversary Promotion Register | Login

% SHODAN

WEBCAMS. ROUTERS.
POWER PLANTS. IPHONES. WIND TURBINES.
REFRIGERATORS. VOIP PHONES.

R
(' -
\ '

Popular Search Queries: webcamxp - one of the best dorks for ip camerasiwebcams

7B\ SMART RESOURCE
\_1/ INSTITUTE



IF GOOGLE CAN BE HACKED...

Researchers Hack Building Control System at = ¥ *

Google Australia Office

BY KIM ZETTER 05.06.13  6:30 AM

W Tweet <553

&1 a5

W Follow @KimZetter "“ Share ~ 823

<!—-—- /Services/UserSexrvice -->

Admin User"/>
n="enabled" f="r"/>
n="expiration" f£="r"/>
n="permissions" f£="r" v="guper"/>
n="langunage" f="y"/>
n="email" f="ro"
n="password" f="ro" v="AH9rlmVx/CQaelOgisXSjPHYjstiD8Gq/Aczo+Gh7cA+h/CNCg=—"/>

n="navFile" f£="r" wv="file:”nav/NavFile.nav"/>
n="prototypeName" f="r" v="guperuser"/>
n="networkUser" f="r" v="true"/>




DO not expose BMS equipment to the internet, use firewalls!

> Jdo not let vendors add users / passwords
OU know
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FIREWALLS ARE LIKE ZOMBIE APOCALYPSE

S 2 ZOMBILE %
APOCALYPSE

Are you prepared?
have you got:

1. Supplies?

> 2. Adequate weaponry?
3. Fortified shelter?
4. An escape plan?

Itis important to remain calm in the event of an outbreak, be alert but not alarmed.
Survivors should proceed towards the nearest shelter and wait for emergency service.
Itis advised to limit contact with the infected doing so will reduce the chance of
contamination. Those infected should be quarantined and brought to the attention of the
officials in charge so they may receive appropriate treatment.

Ask yourself:

g ARE YOU




Affordable at smaller sites (4 — 8 unit buildings).

Easily scalable and modular (not monolithic).
on-proprietary mode of communication, ie, BACnet or oBix.
> and program the device. In particular,

NY Y[ LD
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DDC controllers that can map low level serial bus communication
(Modbus Mostly) to a Standard IP protocol (BACnet IP or oBix).

A smgle hop to IP enables us to create modular control designs.
ers gets a controller and reusable logic. This

Joesn’t prevent either) a central
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DDC

Controller /
Gateway
Modbus Serial Communication %
Low Wattage
computer
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Controller / |
Gateway |

Modbus Serial Communication

Low Wattage
computer
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ADDITIONAL NODES ARE ADDED  Housing vermont server

HRV / ERV

Router /
GESEEEED Fil’eWCI”

-
DDC

Controller /
Gateway N

Analog and Binary points

(sensors, relays, etc.) Low Wattage
computer



Other high
level devices

ES
3

Low Wattage
computer
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Near real time site data is aggregated and entered intfo a
relational database

base includes many asset management fields, such as
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HOW WE ARE DOING IT - WEB APPS ARE GLUE

At each facility

Site Controller
[Gather + Scatter]

/f’K At Housing Vermont

: el ’
"j‘ -LL' 3

Smart Resource Institute, LLC
2014/01/10




HOW WE ARE DOING IT — WEB APP PROTOTYPES

Housing Vermont Properties

12-22 North
2_North

Windsor Village

Building_E
Building_ABCD Dashboard
Building_F

Main Street Mill
Grocery

Notch Health Center
Elderly Housing
Dental Office

Available

Celebratingiyears

HOUSINGVERMONT

an-sur-Richelieu:
9 o
Farmham ¢
Cowansville

Montpelier
| sarre

)

lue Mountain { Mauttonborough!
Lake. ) Endicort, Os
Roc

- =  Hudson
Glens Falige Falls .
State Park, %
.4 Concord
saratoga (D = L
i - Map data ©2014 Google - Terms of Use Report a map error.

Roliins, ) o

Logged in as admin@admin.com

Housing Vermont  Dashboard  Time Series Plots ~ AlarmLog  Alarm Config

Thermal Loads -
absolute

Main Street Mill >> Grocery

Thermal Energy Consumption - Simple Normalization

Thermal Loads -

Electrical Loads

KETU/month

un  Jul Aug  Sep

Feb  Mar | Apr My Oct Mov  Dec

[ 2013 - Projections |

Active Alarms

Show 10

N

j entries

Timestamp Acknowledged At Alarm Name
No data available in table

to 0 of 0 entries

Search:

Device

Performance
January 2014

Complex kWh/sf

\rd
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Building




What if you could list all your heat zones in order by
usee

What if you detect and be notified if you used an
Jmount of fuel, water or electricity¢

lons on how to
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Optimizing equipment runtime and operating conditions:
Condensing Gas Boilers: Efficiency and return water

_— () -

and cooling tfowers.
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Net-Zero in commercial buildings will require constant
Issioning, preferably semi-automatic.
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Refrigeration equipment, be it
GSHP, ASHPs or case coolers.

Jble intfegration.
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